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Detailed Action 

1 . This action is responsive to communication filed on: 5 October 2007 with 
acknowledgement of a Preliminary Amendment received 1 0 January 2005 as well as continuing 
data from provisional application 60/439,903 filed 13 January 2003. Note Applicant's petition 
for revival of an application for patent abandoned for failure to notify the Office of a foreign or 
International filing was granted on 6 February 2008. 

2. Claims 86-123 are currently pending in this application. Claims 86, 99, 113, and 1 19 are 
independent claims. Claims 86-123 are new. Claims 1-85 have been canceled. 

Response to Arguments 

3. Applicants arguments have been fully considered but they are moot due to new grounds 
of rejection initiated by Applicants amendment to the claims, by the cancelling and adding new 
claims. 

Claim Objections 

4. The numbering of claims is not in accordance with 37 CFR 1 . 126 which requires the 
original numbering of the claims to be preserved throughout the prosecution. When claims are 
canceled, the remaining claims must not be renumbered. When new claims are presented, they 
must be numbered consecutively beginning with the number next following the highest 
numbered claims previously presented (whether entered or not). 

Misnumbered claim 114 appears twice on page 7. Appropriate correction required. 
Claim Rejections - 35 USC § 112 

5. The following is a quotation of the first paragraph of 35 U.S. C. 112: 

The specification shall contain a written description of the invention, and of the manner 
and process of making and using it, in such full, clear, concise, and exact terms as to 
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enable any person skilled in the art to which it pertains, or with which it is most nearly 
connected, to make and use the same and shall set forth the best mode contemplated by 
the inventor of carrying out his invention. 

6. Claims 96, 97, 101-104, 114-l st instance, 114-2 nd instance, and 115, are rejected under 
35 U.S.C. 1 12, first paragraph, as failing to comply with the written description requirement. 
The claim(s) contains subject matter which was not described in the specification in such a way 
as to reasonably convey to one skilled in the relevant art that the inventor(s), at the time the 
application was filed, had possession of the claimed invention. The claims contain or depend 
from claims that contain the limitation "generating additional data", the original disclosure does 
not contain this term therefore this is interpreted as 'new matter'. 

7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention. 

8. Claims 113-115 are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

9. A broad range or limitation together with a narrow range or limitation that falls within the 
broad range or limitation (in the same claim) is considered indefinite, since the resulting claim 
does not clearly set forth the metes and bounds of the patent protection desired. See MPEP § 
2173.05(c). Note the explanation given by the Board of Patent Appeals and Interferences in Ex 
parte Wu, 10 USPQ2d 2031, 2033 (Bd. Pat. App. & Inter. 1989), as to where broad language is 
followed by "such as" and then narrow language. The Board stated that this can render a claim 
indefinite by raising a question or doubt as to whether the feature introduced by such language is 
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(a) merely exemplary of the remainder of the claim, and therefore not required, or (b) a required 
feature of the claims. Note also, for example, the decisions of Ex parte Steigewald, 131 
USPQ 74 (Bd. App. 1961); Ex parte Hall, 83 USPQ 38 (Bd. App. 1948); and Ex parte Hasche, 
86 USPQ 481 (Bd. App. 1949). In the present instance, claim 113 recites the broad recitation 
"an open system architecture configured to allow end users to add or remove hardware 
components, software modules or both", and the claim also recites "a closed subsystem that does 
not provide a users a way to add hardware or software thereto or remove hardware or software 
therefrom, the closed system being included in the open system architecture", which is the 
narrower statement of the range/limitation. In addition the repetitious use of the word "or" in the 
claim allows fewer elements to be rejected. For example Claim 1 13 can be rewritten as 

113. An apparatus comprising: an open system architecture configured to allow end 
users to add hardware components, 

a closed subsystem that does not provide a users a way to add software, the closed 
system being included in the open system architecture, wherein: 

the closed subsystem is configured to receive data encrypted according to a first 
encryption protocol, decrypt the encrypted data to generate raw data and re-encrypt the 
raw data using a second encryption protocol to generate protected data and the closed 
system is configured to prevent access to the raw data outside of the closed subsystem and 
an output, the closed subsystem to assert the protected data to an external device or system 
via the output. 
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Therefore claim 113 would be indefinite because if the closed subsystem cannot receive 
software, how can it 'receive data encrypted' since 'software' could be considered data. Claims 
114 and 115 are rejected because of their dependency on the independent claim 113. 

10. Claims 113-115, are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

1 1 . Where applicant acts as his or her own lexicographer to specifically define a term of a 
claim contrary to its ordinary meaning, the written description must clearly redefine the claim 
term and set forth the uncommon definition so as to put one reasonably skilled in the art on 
notice that the applicant intended to so redefine that claim term. Process Control Corp. v. 
HydReclaim Corp., 190 F.3d 1350, 1357, 52 USPQ2d 1029, 1033 (Fed. Cir. 1999). The term "a 
closed subsystem that does not provide user a way to ... or remove hardware" in claim 113 is 
used by the claim to mean as best understood by the Examiner "the invention does not allow 
hardware to disclose the encryption key used without physically breaking into the device 
circuitry" (from Applicant's Specification page 16, lines 19-33), while the accepted meaning is 
"to prevent hardware from being removed from the network such as by locking the hardware to a 
structure." The term is indefinite because the specification the terminology used in the 
specification does not clearly redefine the term. Claims 1 14 and 1 15 are rejected because of 
their dependency on the independent claim 113. 

Specification 

12. The specification is objected to as failing to provide proper antecedent basis for the 
claimed subject matter in dependent claims 96, 97, 101-104, 1 14-l st instance, 1 14-2 nd instance, 
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and 1 15. See 37 CFR 1 .75(d)(1) and MPEP § 608.01(o). Correction of the following is 
required: The limitation "generating additional data" is not clearly defined in the specification or 
original disclosure. 

Claim Rejections - 35 USC §102 

13. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign 
country or in public use or on sale in this country, more than one year prior to the date of 
application for patent in the United States. 

14. Claims 86, 87, 89-91, 93-95, 98, 99, 105, 106, 110-113, 116-119, and 122, rejected 
under 35 U.S.C. 102(b) as being anticipated by IBM Response to DVB-CPT Call for Proposals 
for Content Protection & Copy Management xCP Cluster Protocol, published 19 October 2001 
(hereinafter xCP). 

As to independent claim 86, "A method for protecting data in an apparatus having 
an open system architecture comprising: receiving encrypted data in the apparatus; 
generating raw data in a closed subsystem of the apparatus by decrypting the encrypted 
data and optionally performing additional processing on the encrypted data" is taught in 
xCP page 6, paragraphs 1-4 and page 7, paragraphs 2-3, 

"preventing access to the raw data outside of the closed subsystem" is disclosed in 
xCP page 6, paragraph 6; 

"generating protected data in the closed subsystem by re-encrypting the raw data" 
is taught in xCP page 6, paragraphs 7-9; 
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"and asserting the protected data from the closed subsystem to an external device or 
system" is shown in xCP page 7, paragraph 3; 

As to dependent claim 87, "wherein the encrypted data is encrypted using a first 
encryption protocol and the protected data is generated using a second encryption 
protocol" is disclosed in xCP page 8, section 4.2.3. 

As to dependent claim 89, "wherein the apparatus is an entertainment device" is 
taught in xCP page 5, Fig. 1 . 

As to dependent claim 90, "wherein the encrypted data comprises digital video 
data" is shown in xCP page 5, Fig. 1. 

As to dependent claim 91"wherein receiving encrypted data includes reading the 
digital video data from a disk" is disclosed in xCP page 5, Fig. 1 . 

As to dependent claim 93, "wherein re-encrypting the raw data includes the use of 
key data, and further comprising preventing the key data from being disclosed outside of 
the closed subsystem except to the external device or system" is taught in xCP page 6, 
paragraphs 3-5. 

As to dependent claim 94, "wherein the encrypted data is received from a source 
external to the apparatus" is shown in xCP page 6, paragraph 3. 

As to dependent claim 95, "wherein the source external to the apparatus is the 
Internet" is disclosed in xCP page 24, No. 4. 

As to dependent claim 98. "wherein the external device or system comprises a 
display device" is taught in xCP page 5, Fig. 1. 
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As to independent claim 99, this claim is directed to an apparatus that contains 
substantially similar subject matter as claim 86; therefore it is rejected along similar rationale. 

As to dependent claim 105, "wherein the closed subsystem is operable to re-encrypt 
the raw data using key data" is taught in xCP page 6, paragraphs 3-9. 

As to dependent claim 106, "wherein the closed subsystem is operable to prevent 
release of the key data outside of the closed subsystem except to the external device or 
system" is shown in xCP page 6, paragraphs 3-9. 

As to dependent claim 110, "wherein the apparatus is configured to communicate 
bidirectionally with the external device or system to execute an authentication protocol the 
prior to assertion of the re-encrypted data to the external device or system" is disclosed in 
xCP on page 24, No. 7. 

As to dependent claim 111, "wherein the apparatus executing the authentication 
protocol includes verifying that the external device or system is authorized to receive the 
protected data and to establish shared secret values for use in encryption and decryption of 
data" is taught in xCP page 6, paragraph 1-9. 

As to dependent claim 112, this claim contains substantially similar subject matter as 
claim 89; therefore it is rejected along similar rationale. 

As to independent claim 113, "An apparatus comprising: an open system 
architecture configured to allow end users to add or remove hardware components, 
software modules, or both" is taught in xCP page 6, paragraph 1; 



Application/Control Number: 10/679,055 Page 9 

Art Unit: 2134 

"a closed subsystem that does not provide a users a way to add hardware or 
software thereto or remove hardware or software therefrom, the closed system being 
included in the open system architecture, wherein:" is shown in xCP page 6, paragraphs 1-3; 

"the closed subsystem is configured to receive data encrypted according to a first 
encryption protocol, decrypt the encrypted data to generate raw data" is disclosed in xCP 
page 6, paragraph 4; 

"and re-encrypt the raw data using a second encryption protocol to generate 
protected data" is taught in xCP page 6, paragraph 7-9 and page 8, section 4.2.3; 

"and the closed system is configured to prevent access to the raw data outside of the 
closed subsystem" is shown in xCP page 6, paragraph 6; 

"and an output, the closed subsystem to assert the protected data to an external 
device or system via the output" is shown in xCP page 7, paragraph 3. 

As to dependent claim 116, this claim contains substantially similar subject matter as 
claim 93; therefore it is rejected along similar rationale. 

As to dependent claim 117, "wherein the apparatus is configured to communicate 
bidirectionally with the external device or system to execute an authentication protocol the 
prior to assertion of the re-encrypted data to the external device or system" is disclosed in 
xCP page 6, paragraph 1, and page 24, No. 7. 

As to dependent claim 118, "wherein the apparatus executing the authentication 
protocol includes verifying that the external device or system is authorized to receive the 
protected data and to establish shared secret values for use in encryption and decryption of 
data" is taught in xCP page 6, paragraphs 1-5. 
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As to independent claim 119, this claim is directed to a system that incorporates 
substantially similar limitations as claim 86 and claim 113; therefore it is rejected under similar 
rationale. 

As to dependent claim 122, "wherein the closed subsystem is configured to receive 
the encrypted content from a remote source" is taught in xCP page 6, paragraph 3. 

Claim Rejections - 35 USC §103 

15. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art 
to which said subject matter pertains. Patentability shall not be negatived by the manner in 
which the invention was made. 

16. Claims 88 and 123, are rejected under 35 U.S.C. 103(a) as being unpatentable over IBM 
Response to DVB-CPT Call for Proposals for Content Protection & Copy Management xCP 
Cluster Protocol, published 19 October 2001 (hereinafter xCP) in view of Porter et al. US Patent 
No. 7,055,038 (hereinafter '038). 

As to dependent claim 88, the following is not explicitly taught in xCP: "wherein 
generating raw data includes: decrypting the encrypted data to generate decrypted data; 
and decompressing the decrypted data to generate the raw data" however 038 teaches an 
encryption system that decompresses the decrypted data in col. 3, lines 24-47. 
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It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify a method managing digital content in an open system architecture taught in xCP to 
include a means to decompress decrypted data. One of ordinary skill in the art would have been 
motivated to perform such a modification because as indicated by '038 decompressed decrypted 
data is a less attractive target for illicit copying see (col. 1, lines 47 et seq.) "Unfortunately, a 
compressed decrypted representation of the video stream can be a very attractive target for illicit 
copying, since it can easily be copied onto another media such as networked storage or a 
removable medium such as a hard disk, CD-ROM, or DVD and transferred to another digital 
television system for viewing. The encrypted video stream is a less attractive target for illicit 
copying since it is only useable by persons having access to a corresponding decryption key. 
The decrypted uncompressed video stream is likewise a less attractive target for illicit copying 
since it is so large and may require an inconveniently large amount of storage space". 

As to dependent claim 123 this claim contains substantially similar subject matter as 
claim 88; therefore it is rejected along similar rationale. 

17. Claims 92, 96, 97, 101, 102, 104, 107, 109, 114 second instance on page 7, 115, 120, 
and 121, are rejected under 35 U.S.C. 103(a) as being unpatentable over IBM Response to DVB- 
CPT Call for Proposals for Content Protection & Copy Management xCP Cluster Protocol, 
published 19 October 2001 (hereinafter xCP) in view of Matsuzaki et al. US Patent Publication 
No. 2003/0145336 (hereinafter '336). 

As to dependent claim 92, the following is not explicitly taught in xCP: "wherein the 
digital video data comprises high-definition digital video data, and wherein re-encrypting 
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the raw data includes re-encrypting the raw data in accordance with the HDCP (High- 
bandwidth Digital Data Protection) protocol" however '336 teaches the use of the HDCP in 

paragraph 0037 on page 2. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify a method managing digital content in an open system architecture taught in xCP to 
include a means to protect high-definition digital content. One of ordinary skill in the art would 
have been motivated to perform such a modification because as indicated by '336 to increase the 
security of transmitted data see '336 (page 1, paragraph 0013). "As explained above, a data 
transmission system that is compatible with DVI specifications and HDCP specifications enables 
transmission of high quality images while ensuring protection of right protected works over the 
transmission path". 

As to dependent claim 96, "further comprising generating additional data and 
asserting the additional data to the closed system" is taught in '336 page 2, paragraphs 0018- 
0019. 

As to dependent claim 97, "further comprising asserting the additional data from 
the closed system to the external device or system without encryption" is shown in xCP on 
page 7, paragraphs 1-4. 

As to dependent claim 101, "further comprising a second subsystem configured to 
generate additional data and to assert the additional data to the closed subsystem" is taught 
in '336 page 2, paragraphs 0018-0019. 

As to dependent claim 102, "wherein the additional data comprises audiovisual 
data" is taught in '336 page 1, paragraph 0015. 
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As to dependent claim 104, "wherein the closed subsystem is operable in a first 
mode to assert the protected data to the output and in a second to assert the additional data 
to the output" is shown in '336 page 2, paragraph 0039. 

As to dependent claim 107, "wherein the output includes one or more HDMI 
(Definition Multimedia Interface) compatible links from the apparatus to the external 
device or system" is disclosed in '336 on page 2, paragraph 0039, the CRT display device is 
interpreted as an external device, the computer is the apparatus. 

As to dependent claim 109, "wherein the closed subsystem is configured to re- 
encrypt the raw data in accordance with the HDCP (High-bandwidth Digital Data 
Protection) protocol" is taught in '336 on page 2, paragraph 0037. 

As to dependent claim 114 on the second instance on page 7, this claim contains 
substantially similar subject matter as claim 101; therefore it is rejected along similar rationale. 

As to dependent claim 115, "wherein the closed subsystem is operable to: 
assert the protected data with encryption to the output; and to assert the additional data 
without encryption to the output" is shown in '336 pages 3-4, paragraphs 0057-0059. 

As to dependent claim 120 this claim contains substantially similar subject matter as 
claim 100; therefore it is rejected along similar rationale. 

As to dependent claim 121, "wherein the second apparatus includes a digital video 
monitor" is taught in xCP page 5. Fig. 1. 

18. Claims 100, 103, 108, and 114 first instance on page 7, are rejected under 35 
U.S.C. 103(a) as being unpatentable over IBM Response to DVB-CPT Call for Proposals for 
Content Protection & Copy Management xCP Cluster Protocol, published 19 October 2001 
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(hereinafter xCP) in view of Laksono US Patent Publication No. 2003/0156218 (hereinafter 
Laksono). 

As to dependent claim 100, the following is not explicitly taught in xCP: "wherein the 
protected data comprises encrypted high-definition digital video data" however Laksono 
teaches the use of high definition digital video data in a content protection network on page 3, 
paragraph 0076. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify a method managing digital content in an open system architecture taught in xCP to 
include a means to protect high-definition video. One of ordinary skill in the art would have 
been motivated to perform such a modification because as indicated by Laksono with the number 
of different video viewing television sets and formats a communication system is needed to offer 
more services see 'Laksono (page 1, paragraph 0010). "Therefore, a need exists for a method 
and apparatus for a communication system to overcome the above-mentioned issues and to offer 
additional services within homes". 

As to dependent claim 103, "wherein the additional data comprises menu 
information" however Laksono teaches channel selection commands on page 3, paragraph 
0076, note the 'channel selection' is interpreted to be equivalent to 'menu'. 

As to dependent claim 108, "wherein the closed subsystem comprises an HD-DVD 
drive configured to decrypt high-definition digital video read from a disk to generate 
decrypted data, to perform decompression on the decrypted data to generate raw data, and 
to generate the protected data by re-encrypting the raw data" however Laksono teaches the 
use of high definition video and DVD on page 3, paragraph 0076. 
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As to dependent claim 114 in the first instance on page 7, this claim contains 
substantially similar subject matter as claims 100; therefore it is rejected along similar rationale. 
Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in this Office 
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is 
reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

19. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ellen C Tran whose telephone number is 
(571) 272-3842. The examiner can normally be reached from 7:30 am to 4:00 pm. If attempts 
to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Kambiz Zand 
can be reached on (571) 272-381 1. The fax phone number for the organization where this 
application or proceeding is assigned is (571) 273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
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may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

/ELLEN TRAN/ 

Primary Examiner, Art Unit 2134 

28 February 2008 



